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A.l. seminar

Challenges of A.l. : Integrity, confidentiality
and availability
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Adversarial Examples
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Reminders, formalism and
notations

The 1, norm of a vector u € R? for 0 < p < oo, denoted by ||ul| ,» corresponds

i lull, = (Zd: uz'p)

3|

1=1

4
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The I, norm of a vector u € R%, denoted by ||u||._, corresponds to:

lfl o Xlu¢|

The o norm of a vector u € R?%, denoted by ||ul|,, corresponds to:

|u||0 ZHA{U #0}
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Reminders, formalism and A
notations

The [, ball of center ¢ and radius r, corresponding to {u [ Ju—¢ll, < fr‘}, is

denoted by B,(c,r). Bp(r) simply denotes the [, ball of radius r centered at
origin.

We denote by proj B, (c,r) (u) the projection of a vector u onto the [, ball of center
c and radius r.

Considering a function f, such that:

fiR% x R%2 — R%

X1 X T —=1Y

The gradient of the function f at point (x1,x2) with respect to the variable x;
is denoted as V., f(x1,x2).
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Reminders, formalism and A
notations

Considering two discrete probability distributions p and ¢ with support A, the
cross entropy is given by:

— Y p(a) log g(a)

acA

The Kullback-Leibler divergence between p and ¢ is given by:

lo p(a
Lpla) =Y pla) = log pla)

2 105 g(a)

N (m,0?) denotes the Gaussian distribution with mean m and standard devia-
tion o.
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Reminders, formalism and A
notations

Classification task for a neural network

Goal:

Map each input from an input space X C R? to one of the K possible class
labels from the label space Y = {1,2,..., K}.

ii We suppose that input-label pairs (z,y) € X x ) are sampled independently
from an unknown probability distribution D.
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Reminders, formalism and A
notations

Classification task for a neural network

We consider a neural network model My (noted M except when necessary).

Objective: Assign to an input x € X a confidence score to each class, in the form of
a confidence score vector F(z) = (Fi(z), Fy(x),...,Fx(x)) € [0,1]%, where

Zﬁ{:l Fe(z) = 1.

Predicted label: M (x) = argmax; F;(x).
Score function of M: F : X s [0,1]%

Logits: output vector at the final layer, without considering an activation func-
tion, denoted by h(z) = (h1(x), ha(x),..., hx(x)).

—

Remi Bernhard A.l. Seminar: Adversarial Machine Learning 9



Reminders, formalism and A
notations

Classification task for a neural network

The confidence score vector is obtained by applying the softmax function to the
logits:

ehi(x)

Z;{il ehj (z)

Output vector at the penultimate layer of a neural network model: g(x).
(corresponds to what is often called features in the deep learning litterature).

The logits are a linear combination of the values in g(x), and so the prediction
of the model can be seen as learning a linear classifier on these feature values.
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Reminders, formalism and A
notations

Classification task for a neural network

Pipeline for the prediction scheme for an input z:

reX — - — g(x) — h(z) e RE softmaz, F(xz) € 0,1

]K argmac

M(z)e)y
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Reminders, formalism and A
notations

Training process

To perform the training phase of the model My, need to first define a cost
function:
L(z,y, Mg): X xY x[0,1] =R

indicates how much the predicted label given by Mjy fits the ground-truth label
y (the smaller the more accurate the model is).

Objective:
Obtain a model minimizing the cost function for input-label pairs (z,y) drawn

from D:

m@in E(m’y)ND [ﬁ(xa Y, MQ)]

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 12



Reminders, formalism and A
notations

Training process

Distribution D is unknown

= training phase of M is performed in practice by minimizing the empirical
error, which resumes to minimizing the cost function on the available training

set (mlayl)a ($2,y2), s e (ajnvyn)-

Practically, the training phase of My therefore resumes to the empirical risk
mainimaization problem, given as:

1 n
In — »C 19 iJM
wjn 23 Elo o
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Reminders, formalism and A
notations

Training process

In practice, solving directly the empirical risk minimization problem is in-
tractable, then the Stochastic Gradient Descent (SGD) method is performed.

SGD: updating iteratively the parameters 6, by considering — at each step — a
batch of samples of the train set, instead of the whole train set.

At each iteration, a batch of B < n input-label pairs is drawn, (z1,v1), (2,%2),...(B,yB),
and the parameters are updated as follows:

B
1
O 0-—ng > VoL(wi, yi, M)
=1 0: learning rate
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Reminders, formalism and A
notations

Training process

For a classification task, a typical example of a cost function is the cross-entropy
loss.

Considering an input-label pair (x,y), the cross-entropy loss measures the ade-
quacy between the model confidence score vector F'(x) and the one-hot encoded
vector version of y, denoted as yp,o¢.

K
Lop(x,y, M) = CE(ynot, F(x)) = =Y ey log Fo(x)
c=1
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The phenomenon of
adversarial examples

Reminder:
Deep Neural Lion

Network (DNN) (p=0.99)

p(cy)
,',’((f:)) Race car
.\O £ pex) (p=0.74)

Traffic light

(p=0.99)

[Chatfield et al., BMVC ‘14]
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The phenomenon of adversarial

examples

Reminder:

DNN
(same as before)

: p(cy)

p(cz)

. p(es) |

\O J g p(en)

[Szegedy et al., ICLR ‘14]

Pelican
(p=0.97)

Speed boat
(p=0.97)

Jeans
(p=0.97)
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The phenomenon of =
adversarial examples

QuantifiCare

Reminder:

Figure 2.9: Illustration of adversarial examples from [11]. Clean image classified as a "school
bus"(left), magnified adversarial perturbation (middle), and resulting adversarial example misclas-
sified by the target model as "ostrich" (right).
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The phenomenon of A
adversarial examples

Adversarial example = Clean example + adversarial perturbation

Clean example Adversarial example

ML Model

Adversarial perturbation
created by attack
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The phenomenon of A
adversarial examples

Brief history of adversarial examples

o _ “counter-intuitive properties” of neural
« Intriguing properties of neural networks », network, misclassifying examples, which are

2013, Szegedy et al., ICLR 2014 “indistinguishable from the regular examples”

“evasion attacks”: examples modified in

« Evasion attacks against machine learning at test time », order to fool a classifier at inference time.

2013, Biggio et al., ECMLKDD 2013 The notiqn o_f “indistinguishabilityi’ of the
perturbation is not at the core of this work

« Explaining and harnessing adversarial examples», _
2013, Goodfellow et al.. ICLR 2015 Introduce a method to craft adversarial examples
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The phenomenon of A
adversarial examples
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Adversarial Example Papers

0 4

[
S T
Year

Figure 4.1: From Nicholas Carlini [74]. Number of adversarial examples related papers over the
years (extracted from Arxiv).
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The phenomenon of A
adversarial examples

Brief history of adversarial examples

In big conferences, a lot a papers submitted regarding defense methods against adversarial examples
but these methods were quickly defeated after

=> Incentive nowadays to properly define the threat model, and
meticulously evaluate the robustness with adaptive adversaries

Research does not limit to the {, norm for the distance between clean and adversarial examples, as

introduced in the seminal work of Szegedy et al. and Goodfellow et al.,
=> other types of distances such as the Wasserstein distance and perturbations such as rotations and

translation and unrestricted but localized perturbations
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The phenomenon of A
adversarial examples

Digital and real-world adversarial examples

Important distinction: the level at which an adversarial examples is considered in a system involving
neural networks.

Digital (pixel) world => perturbations considered directly at pixel level
(e.g. classification API)

Real (physical) world => perturbations implemented on real-world objects
and then go through sensors

(images are captured with sensors and are then digitalized)
Real-world noise, climate conditions, ...
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The phenomenon of A
adversarial examples

Digital and real-world adversarial examples

Examples:

Kurakin et al. [100] show that adversarial examples printed on a sheet and
then fed to a neural network classifier through a cell phone camera can fool
this classifier.

Eykholt et al. [59] perform real-world adversarial attacks in the form of black
and white stickers added to real-world traffic road signs, which fool a neural
network classifier recording images at varying distances and angles of view.

Sitawari et al. [101] also propose a method to make advertising road signs,
reasonably rejected by the traffic road sign recognition pipeline, being
classified as precise traffic road signs.
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The phenomenon of A
adversarial examples

Digital and real-world adversarial examples

Figure 4.3: Clean advertising sign (left), rea-

Figure 4.2: Stop sign with adversarial sonably rejected by the traffic sign recognition
black and white stickers, recognized as a system, and its adversarial counterpart (right),
"speed limit 45" road sign, from [59]. recognized as a "stop" road sign, from [10_1]
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The phenomenon of A
adversarial examples

Digital and real-world adversarial examples

Examples:

Boloor et al. [102] manage to deceive an autonomous car driving system by
drawing adversarial black lines on the road, which would be considered by a
human as simple tread marks.

Sharif et al. [58] design adversarial pair of glasses, which when worn by an
individual, allows him to impersonate another individual or not to be detected

by the system.

Zhou et al. [103] design a method for an adversary to fool a face-recognition
system, which consists in illuminating the adversary's face with infrared light.

Thys et al. [104] design an adversarial image, which allows an individual not
to be recognized as a person.
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The phenomenon of
adversarial examples

Digital and real-world adversarial examples

Figure 4.4: Physical-world infrared adversarial device from [103].
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The phenomenon of A
adversarial examples

Digital and real-world adversarial examples

Figure 4.5: Physical attack against an individual detection system, from [104].
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Threat model for adversarial A
examples

Adversary goal:

Target neural network model My, trained for a classification task. As previously
presented, adversarial examples, resulting of the malicious addition of an adver-
sarial perturbation to a clean example, are crafted with a twofold objective:

e An oracle O , such as a human, classifies in the same class the clean
example and its adversarial counterpart.

e The target model M classifies the adversarial example in another class
than the one it classifies the clean example in.
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Threat model for adversarial

examples
Adversary goal:
Find ¢
Targeted attacks ot ] Ol@+9d) =0()
M(x+0) = yi
Find ¢

Untargeted attacks ¢ 4 Q@ +9) =0(z)
M(z +96) # M(z)
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Threat model for adversarial A
examples

Adversary capacity:

Need for a mathematical proxy D for imperceptibility and benignness
Minimizing proxy => decreased suspiciousness

The adversary capacity will set an upper bound € on D(§)

r__
T =40 Under this upper bound, the perturbation is considered not to raise suspicion.

Find o

ot { D)) <€
Tl M(z+9) # M(x)
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Threat model for adversarial A
examples

Adversary capacity:

D stays a high level concept

lo, 11, l2, lso => adversary capacity: upper bound on |91,

Some other works:

1)  Wasserstein distance

1)  Maximum translations and rotation values
1)  Which regions can be colored
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Threat model for adversarial A
examples

Adversary capacity:

Most common adversarial capacities:

o :the adversary is limited in the number of
pixels he can modify

I~ : the adversary is limited in the maximum
change for each pixel

Iy - the adversary is limited in [|[2" — 2|,
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Decision boundary 3

QuantifiCare

Adversary capacity:

Example (I2):

Decision boundary 1 Decision boundary 2

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 36



Threat model for adversarial A
examples

Adversarial knowledge:

1) White-box setting (worst case scenario)

Total access to the target model M (architecture, parameters, cost function, ...)

Ability to compute gradients (gradient-based attacks)
(derivatesof L, F', hr,...)

—~ Ability to quantify precisely the output varations to some input variation

+ no limit on the number of queries to the target model
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Adversarial knowledge:
2) Black-box setting
No ability to compute gradients
Different scenarios:
1) Only the output label => decision-based attacks potential limit on the number

T of queries to the target model

== 2) Only the confidence score/logits => score-based attacks

Or .... Transferability (craft adversarial examples on a substitute model and transfer
them to the target model). See later in presentation !
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Threat model for adversarial A
examples

Adversarial knowledge:

HiddenlLayers Output Layer
1
|

0.1
0.1
—> Cat
0.6

0.2

~ Decision-based —
«——— Score-based ———

White-box !

Figure 4.6: Illustration of the adversary capacity in the white and black-box settings, from m
In the black-box setting, the attacker may only access to the outputs of the model with different
levels of precision (logits, confidence score vector, labels).
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Threat model for adversarial A
examples

Adversarial knowledge:

Table 4.1: Knowledge of the adversary depending on the white-box or black-box setting. The sign
~ means that the knowledge may vary depending on the tightness of the black-box setting.

Awailable knowledge of My White-box | Black-box
Gradients v X
Predicted label M (z) v v
Confidence score vector F(z) v ~
Logits h(z) v ~
Architecture v ~
Data from D v ~
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Why do adversarial examples exist ?
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exist ?

Convolutional Neural Networks are biased towards texture

Geirhos et al. [113] show with
experiments that Convolutional
Neural Networks (CNN) tend to
rely predominantly on local
features such as textures rather
than global shapes.

On the contrary, humans leverage
to a lesser extent textures but rather
use various global clues such as
silhouettes and edges.

Rémi Bernhard

1007100100100 99 g7 99 100100 gg 100100100100

000 felat
ResMNet-50
Humans

e

-

original greyscale silhouette

Figure 4.7: Accuracy of humans and models trained on Imagenet on standard and modified images.
From left to right images, standard images, grayscale images, silhouette images, edge images and
texture images, from . Models seem to rely predominantly on texture to perform classification.

A.l. Seminar: Adversarial Machine Learning 42



Why do adversarial examples A
exist ?

Robust Convolutional Neural Networks rely more on shape and contour

Zhang et al. [114] perform several experiments to analyze the concepts on which a CNN model trained
with Adversarial Training (a defense scheme intended at making a model more robust against
adversarial examples) relies to perform prediction. The three different concepts considered are shape,
contour and texture.

« Stylizing: changing the style of an image (with style-transfer)
=> preserves the shape while destructing textures

« Saturation: preserves the contours while destructing the
textures

» Patch-shuffling: splits the image into k x k parts and shuffles
them, it preserves textures while destructing shape

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 43



Why do adversarial examples A
exist ?

Robust Convolutional Neural Networks rely more on shape and contour

A model showing a little accuracy
decrease when evaluated on the
stylized data set and a big accuracy
decrease when evaluated on the patch-
shuffled data set is very likely to rely on
the shapes of the images, and not on
local textures.

Sensitivity map:
Sensitivity of the
confidence score for
the predicted class to
variations of the input.

Figure 4.8: Sensitivity maps of different models on a standard image (top row), saturated image
to keep contour (middle row) and stylized image to keep shape (bottom row). From left to right,
standard model, underfitting model and model trained with Adversarial Training, from [I_Ti| The
sensitivity maps for standard models are more noisy than the ones for the model trained with
Adversarial Training, more focused on shape and contours.
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Why do adversarial examples A
exist ?

Fourier analysis of robustness

Yin et al. [90] suggest that the robustness of a classifier to some perturbations depends on the
frequency of these perturbations and the frequency of the features the classifier relies on to perform
prediction.

To support this hypothesis, four types of experiences are performed.
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Why do adversarial examples P

1) A standard model achieves 50% accuracy
on data preprocessed with the use of a high- —

pass filter (invisible to the human eye).

i QuantifiCare
exist ?

Fourier analysis of robustness

1.0
- 08_ , l w
2) Also also achieves > 30% accuracy on I = o
low-pass filtered images (indistinguishable gos- fF i o
colored shapes). 3 “ _______ & r—r—
Ccl: Among all the statistics sl A st .
S eeesnt e lowpass :
(color, texture, shape, etc.) for b e honpess f
input/target relation, the R e 2

classifier may have learned
some which are not meaningful
to humans.

Rémi Bernhard

Figure 4.9: Accuracy of a model trained on ImageNet on low-pass and high-pass filtered images,
with different filtering intensities, from [90]. The model shows good accuracy even on images that
are unrecognizable for humans.
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Why do adversarial examples A
exist ?

Fourier analysis of robustness

Experiments show that models trained with Adversarial Training and gaussian data augmentation
become less sensitive to high-frequency perturbations but more sensitive to low-frequency ones.

=> these two techniques make the models rely more on low-frequency information

E.g. a model trained with gaussian data augmentation will be more robust to HF perturbations
(snow, random noise, etc.) but less robust to LF perturbations such as fog and contrast.
Similarly, an adversarially trained model has poorer performances when considering the fog
perturbation (LF) than a naturally trained model.

However, adding LF information during training does not improve robustness to LF
perturbations. The authors hypothesize that as natural images are more concentrated in LF, it
Is harder for the model to become unaware of LF information (thus LF perturbations).
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Why do adversarial examples A
exist ?

Intepretability of saliency maps and robustness to adversarial examples

Etmann et al. [117] investigate the relation between the robustness to adversarial examples and
the interpretability of the saliency maps.

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 48



Why do adversarial examples A
exist ?

Intepretability of saliency maps and robustness to adversarial examples

Reminder:

Considering an input space of dimension d = n? (for input images of size n x n
for example), the saliency map is the matrix

S(z) = [vxiFm(aj)]ie[[i,d]]

where F},,(x) is the maximum value of the confidence score vector F'(z). The in-
terpretability of the saliency map is represented by the alignment of the saliency
map with the input as:

2 8(@)
15(2)]]
The robustness of a model is defined as p(z) = inf, {||¢||, | M (x +€) # M (z)}.

a(z)
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Why do adversarial examples A
exist ?

Intepretability of saliency maps and robustness to adversarial examples

The authors show that for a linear classifier the robustness to adversarial examples and the
alignment of the saliency map with the input coincide.

Kaur et al. [118] also notice experimentally that robust models tend to have gradients that are
aligned with the human perception

Experiments:

An adversarial example x' from a clean example x targeted towards label y t is crafted with a
large perturbation budget on a standard model, and a model trained with Adversarial
Training.

For the robust model, the adversarial example looks like a clean example classified in class
y_t, whereas for the standard model, it simply looks like the example x with noisy patterns.
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Why do adversarial examples A
exist ?

Intepretability of saliency maps and robustness to adversarial examples

Kaur et al. [118] also notice experimentally that robust models tend to have gradients that are
aligned with the human perception

:

Original  Vanilla Adv. Train

-t

Target Class = Sleeping Bag
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Why do adversarial examples A
exist ?

Robust models exploit high-level interpretable features

Engstrom et al. [119] show that robust models (here models trained to be robust against adversarial
examples with Adversarial Training) learn representations which are more interpretable by humans.

=> (Robust models are shown to extract high-level features which are interpretable by humans.)

A representation that a model has learned for an input z is denoted g(«) and corresponds to the
outputs of the penultimate layer.

Experiments:

1) standard models: possible to find inputs which are highly visually dissimilar but have close
representations
2) robust models: two images having close representations will be visually similar
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Why do adversarial examples
exist ?

Robust models exploit high-level interpretable features

Objective:

ry = 21 +argmin |lg(z1 + €) — g(@2) |,

(adding to = the € that makes g(x1 + €) and g(x2)similar)

Remi Bernhard A.l. Seminar: Adversarial Machine Learning
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Why do adversarial examples A
exist ?

Robust models exploit high-level interpretable features

Standard models:

Figure 2: A limitation of standard neural network representations: it is straightforward to construct pairs
of images (x], x,) that appear completely different yet map to similar representations.

Robust models:

Hard to minimize both|lg(z1 +€) — g(x2)||5 and e
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Why do adversarial examples A
exist ?

Robust models exploit high-level interpretable features

Target (x,)

Standard (x;) Robust (x;) Source (x,)

Figure 3: Visualization of inputs that are mapped to similar representations by models trained on the Re-
stricted ImageNet dataset. Target (x;) & Source (x1): random examples image from the test set; Robust and
Standard (x}): result of minimizing the objective (4) to match (in ¢,-distance) the representation of the target
image starting from the corresponding source image for (fop): a robust (adversarially trained) and (bottom):
a standard model respectively. For the robust model, we observe that the resulting images are perceptually
similar to the target image in terms of high-level features (even though they do not match it exactly), while
for the standard model they often look more similar to the source image which is the seed for the optimiza-
tion process. Additional results in Appendix B.1, and similar results for ImageNet are in Appendix B.1.4.
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Why do adversarial examples A
exist ?

Robust and non-robust features

llyas et al. [57] show that adversarial examples are the consequence of features derived from
patterns with a high predictive power, yet these patterns are meaningless to humans and they
can be adversarially modified to fool the target classifier.

When training a classifier in order to minimize the empirical risk, no distinction is made between robust
and non-robust features. At inference time an adversary modifying non-robust features can then fool the

target classifier.

A feature is a function from the input space X’ to R such that the output value of the target

classifier is a linear combination of the feature values.
For a neural network, the features values are thus the outputs at the penultimate layer.
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Why do adversarial examples A
exist ?

Robust and non-robust features

More formally, considering a binary classification task, f is said to be p-useful
(p > 0) if it satisfies the following equation:

Ezy~p [y f(@)] > p (1)

and is v-useful robust if under the worst perturbation 0 chosen in a predefined
set of allowed perturbations A, f stays y-useful under this perturbation:

A p-useful feature f is said to be a non-robust feature if f is not robust for any
> 0.
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Why do adversarial examples
exist ?

Robust and non-robust features

Experiments:

1) A-robust data set mainly composed of robust features.
starting with an adversarially trained model M,..,, for each training set point
(x,y), x, is found by solving argmin, ||g(z) — g(z)||, (where g is the output func-
tion at the penultimate layer of M,.;). The starting point of the optimization
problem is chosen independently from the true label y in order not to introduce
features which are not used by M.

2) A data set with mainly non-robust features.
starting from a clean example x of ground-truth label y, an adversarial example
x’ targeted towards label y; is crafted. This new data set is incorrectly labeled
according to humans as z’ is close to x, but here the adversarial label y; is
considered as the true label. Thus, when y; is randomly chosen for each example,
the robust features of the initial model are now uncorrelated with the label ;.

Remi Bernhard A.l. Seminar: Adversarial Machine Learning
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Why do adversarial examples A
exist ?

Robust and non-robust features

Experiments: W St acouracy WS A acasacy 6=025)
1) Robust data set -

=> robustness and accuracy can be §

reached by discarding non-robust S .

features, 1.e. that some non-robust

features are responsible for the §

vulnerability of classifiers to o

adversarial examples.

Std Training Adv Training Std Training Std Training

using D using D using Dy using Dyg

2) Non-robust data set
=> models rely on non-robust Figure 4.10: Accuracy of models on the CIFARI10 data set, on standard examples (blue) and

features at traini ng time. adversarial examples (red). Dy denotes the robust data set (i.e. with almost only robust features)
and DN r denotes the non-robust data set (i.e. with almost only non-robust features), from [5
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Why do adversarial examples A
exist ?

Robust and non-robust features

Robust dataset Training image Adversarial example Relabel as cat

towards “cat"
good standard accuracy
good robust accuracy
‘ dog cat

Robust Features: dog Robust Features: dog
Unmodified Non-Robust Features: dog Non-Robust Features: cat
test set

N

Training image good standard accuracy
bad robust accuracy good accuracy

ffog Evaluate on

Non-robust dataset

(a)

Rémi Bernhard

original test set

(b)
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Attack methods
(White-box setting)

The adversary can compute gradients
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Attack methods o

Preliminaries

For all the attacks presented here, we denote by O the domain in which inputs
are considered. As we study image classification tasks, Q is typically a range in
which values of pixels must fit in.

For an image z, we denote by Clip(z, Q) the clipping operation of every pixel
on this image to the domain O.

Unless specified otherwise, the adversary aims at crafting an adversarial example
x’ considering a clean input-label pair (z,y).

The attack schemes are only presented in their untargeted version, unless the
attack is specifically designed to craft targeted adversarial examples.
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Attack methods

Preliminaries

The 1, norm of a vector u € R? for 0 < p < oo, denoted by ||ul| ,» corresponds

to: )
d D
Jull,, = (Z uvzp)
i=1

4

QuantifiCare

The I, norm of a vector u € R%, denoted by ||u||._, corresponds to:

ggE-‘L

[ull o, = max u;|
1=1

The Iy norm of a vector u € R?, denoted by ||ul|,, corresponds to:
d
||u||0 - Z“A{’U;i?&()}
=1
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Attack methods o

Preliminaries

The [, ball of center ¢ and radius r, corresponding to {u | [Ju—cll, < 'r}, is

denoted by B,(c,r). B,(r) simply denotes the [, ball of radius r centered at
origin.

We denote by proj B, (cr) (u) the projection of a vector u onto the [, ball of center
c and radius r.
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Attack methods o

L -BFGS algorithm

Szegedy et al. [11] are the first to propose a crafting method in a white-box setting. They consider the
objective of finding the smallest /> adversarial distortion such that the adversarial example is misclassified.

argmin el
€

ot { Mo(x +€) #y
o xr+eeQ

To solve this problem, the authors search for the minimum ¢ (with a box-
constrained L-BFGS algorithm) for which the solution € to the problem satisfies

Mp(z +€) #y.
argmin  ell, — £(z + ¢,y Mp)
st.x+e€ Q
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L -BFGS algorithm

Ostrich

Struthio

Camelus
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Attack methods o

Fast Gradient Sign Method (FGSM)

Goodfellow et al. [73] present the FGSM. In order to craft adversarial examples, it is searched for the worst-
case adversarial perturbation in a [,, ball of radius € relatively to the value of the loss function £

argmax L(x + «,y, My)

&

st lafl, <e

By performing a first order approximation of £ around x,the problems turns to:

argmax « - Vo L(x,y, My)

st lafl, <e
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Attack methods

Fast Gradient Sign Method (FGSM)

By performing a first order approximation of £ around x,the problems turns to:

argmax « - V,L(x,y, Mp)

st afl, <e
In their work, the authors only consider the [, norm, and in that case we have
a = esign(V.L(x,y, My)). Therefore, the adversarial example x’ is crafted

with:
' =z + esign(V.L(x,y, Mp))

Remi Bernhard A.l. Seminar: Adversarial Machine Learning
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Attack methods o

Fast Gradient Sign Method (FGSM)

This attack can be extended to other [, norms with 1 < p < oco. In this case,

we have
VCU‘C(:]:? ya MQ)

— €
vaﬁ’(ma Y, MQ)

«
I,

and then 2’ is given by:

vﬂ?ﬁ(wa ya MQ)
”vmﬁ(xa Y, MQ)

¥ =x+c¢
I,

Clipping to ensure that 2’ € Q is eventually performed.
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Attack methods o

Fast Gradient Sign Method (FGSM)

Considering the landscape of the loss function:

Sign + direction

_ o Small «
Sign —( direction) Large o
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Attack methods

Fast Gradient Sign Method (FGSM)

+.007 x —
: , T +
T sign(VgJ(0,z,y)) O HOEH))
“panda” “nematode” “gibbon™
57.7% confidence 8.2% confidence 99.3 % confidence
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Attack methods 2

Basic lterative Method (BIM)

Kurakin et al. [100] extend the FGSM with a multi-step version of it.

This attack scheme consists in iteratively performing the
FGSM attack for a given number of iterations,

with a step size a < e,

projection onto the ball B,(z,€) being performed at each step.
Clipping to Q is performed at the end of each step.
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Attack methods o

Basic Iterative Method (BIM)

The BIM attack can be seen as the projected gradient descent algorithm applied
to the optimization problem given in previous slide, apart from the fact that
the sign of V,L(x'"1,y, Myp) is considered instead of only V,L(x!"1,y, Mpy).

Starting point:

r =X

Iterations:

0" = asign(V.L(z* 1, y, Mp))
rt = PIOjB__ (x.¢) ('t +6Y) x' denotes the example obtained at step ¢

z' = Clip(z*, Q)
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Basic Iterative Method (BIM)

(b) Clean image (c) Adv. image, e = 4 (d) Adv. image, e = 8
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Attack methods

Projected Gradient Descent (PGD)

4

QuantifiCare

Madry et al. [75] introduce the PGD, which simply refers to the BIM attack where an initial random r

step sampled from a uniform distribution in the range [—¢, €| is taken.

Experimentally, this step has been shown to allow to escape possible local min-
ima around x.

Moreover, in order to better explore the output space, and find higher values for
L(x",y, My), the adversary can perform the PGD attack multiple times, with a
different starting point each time (thanks to the initial random sampling), and
keep only the example inducing the highest L(x’,y, My) value.

Remi Bernhard A.l. Seminar: Adversarial Machine Learning
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Projected Gradient Descent (PGD)

Starting point:

0

20 =z +n n~U(—¢,€) U denotes the uniform distribution

Iterations:

0" = asign(V,L(z' ™, y, My))
.ZCt = pI'Oij(m,e) (.CCt_l —f— 5t)

z' = Clip(z', Q)

x! denotes the example obtained at step ¢
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Projected Gradient Descent (PGD)

High
loss
Low
loss
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Attack methods o

Projected Gradient Descent (PGD)

Sparse [; PGD. Tramer et al. [120] propose an enhanced version of the [y ver-
sion of the PGD attack. For the initial PGD attack in its {1 version, the pertur-
bation 4 computed at each step ¢ results in a vector with only one non-null com-
ponent being sign g¢ with ¢! denoting the component of gt = V, L(z'"1,y, M)
for indice s = argmax; |g¢|.

Therefore, the authors propose a modified version of it where ¢ is set to sign g
if |g] > P,(|¢*|), and to 0 otherwise, where P,(|g?|) is the ¢*" percentile of |gt|.
The smaller the parameter ¢, the more 0 components are likely to be modified.
The perturbation § is then normalized to the [; unit-ball (i.e divided by ||0],).

The final perturbation is thus « - ” 55:”
1
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Projected Gradient Descent (PGD)

Wasserstein PGD. Wong et al. [83] propose a modification of the PGD attack
to consider the Wasserstein distance instead of the distance derived from a [,
norm. A threat model based on the Wasserstein distance encompasses modifica-
tions such as translation, rotation and scaling better than a threat model based
on the [, norm. At each step of the PGD attack, the projection is performed
on a Wasserstein ball and not on a [, ball.
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Projected Gradient Descent (PGD)

Figure 4.11: Adversarial examples, crafted with Wasserstein PGD (top), and [-PGD (bottom),
from |83|.
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Attack methods o

Projected Gradient Descent (PGD)

Auto-PGD. Croce et al. [87] propose Auto-PGD (APGD), an enhanced version
of the PGD attack, which only requires to specify the number of iterations
and the [, bound for the adversarial perturbation. Specifically, it considers
an adaptive step size which takes into account the number of iterations the

adversary wants to perform.

|dea:

Allow the step size to decrease when no improvement in
the optimization objective occurs, and when the step size
decreases, to restart at the best solution found so far.
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Projected Gradient Descent (PGD)
This attack has allowed to break numerous defenses !
# paper model source venue clean || AA  reported | reduct.
(Zhang & Wang, 2019) WideResNet-28-10 available NeurIPS 19 89.98 36.64 60.6 -23.96
(Zhang & Xu, 2020) WideResNet-28-10  available ICLR 20R 90.25 36.45 68.7 -32.25
(Jang et al., 2019) ResNet20 available ICCV 19 78.91 3495 37.40 -2.45
(Kim & Wang, 2020) WideResNet-34-10  available ICLR 20R 91.51 34.22 57.23 -23.01
(Moosavi-Dezfooli et al., 2019) ResNetl8 authors CVPR 19 80.41 33.70 36.3 -2.60
(Wang & Zhang, 2019) WideResNet-28-10  available ICCV 19 92.80 29.35 58.6 -29.25
(Wang & Zhang, 2019) WideResNet-28-10 available ICCV 19 92.82 26.93 66.9 -39.97
(Mustafa et al., 2019) ResNetl110 available ICCV 19 89.16 0.28 32.32 -32.04
(Chan et al., 2020) WideResNet-34-10 retrained ICLR 20 93.79 0.26 15.5 -15.24
(Pang et al., 2020) ResNetl110 available ICLR 20 93.52 0.00 314 -31.40
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Carlini-Wagner (CW)

Carlini et al. [105] consider the joint objective of finding an adversarial example and minimizing the /s
distortion related to this adversarial example

argmin e[|, + cG(z + €, y)

€

st. xz4+e€ O
with:

G(.’L‘ + €, y) — max(hy(x + E) - m;élX hj (58 + 6)7 _’1)
JI7Y

hy(z) denotes the logit value for the ground-truth indice and & is a parameter
for the desired gap between the logit value for y and the second biggest logit
value
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Attack methods o

Carlini-Wagner (CW)

To solve this optimization problem, the change of variable x+¢ = % (tanh(w)+1)
is performed to get rid of the box constraint, and the resulting optimization
problem is then solved with respect to w with the Adam optimizer.

Moreover, this problem is solved for many values of the constant ¢ € Rt found
with binary search to find the solution with the lowest [5 distortion.
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Jacobian-based Saliency Map Method (JSMA)

Papernot et al. [121] propose the JSMA method, which is based on the idea of identifying the
most sensitive pixels in terms of misclassification, and then modify them.

This attack works in an iterative fashion. As long as the maximum number of iterations is not
reached, or that the adversarial distortion, in terms of number of modified pixels does not reach a
threshold, two steps are performed at each iteration:

1) the adversary begins by measuring the variation of F,(z) with respect to a
variation of each pixel 7. To do so is computed the vector of partial derivatives

of the confidence score value for the ground-truth label y, for every pixel 1, i.e.
compute V. F,(x) Vi € [1,d].

2) the saliency map S(x,y) is computed, which allows to target the pixels which
will have the more influence for misclassification.
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Attack methods o

Jacobian-based Saliency Map Method (JSMA)

2) the saliency map S(x,y) is computed, which allows to target the pixels which
will have the more influence for misclassification.

Each component of S(x,y), corresponding to a pixel i, is given by:

0if Vg, Fy(z) >0o0r >, Vi, Fi(z) <0
Si(z,y) = |V, Fy(z)] (Zj#y Va, Fj(m)) otherwise

Then, the adversary adds a pre-defined perturbation d to the pixel i* = argmax, S;(x,y).
Clipping to the set Q is eventually performed.
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X

Legitimate input
classified as “1”
by a DNN

F(X)=1

Rémi Bernhard

Attack methods

Jacobian-based Saliency Map Method (JSMA)

Neural Network
Architecture

F ;(X)

g - 0 if (—)lj—)')((& <0 or Z#t X > 0
F J (X.[)[IJ = i)F,(x] UF_,(X] "
(%K ) Lt X, ‘ otherwise

E

Direction b . 0 X . o A8
Ly ) Perturbation ) Misclassification
Sepsntn{nty Selection Check for:
Estimation
F(X +6X)=4
A no
X X+6X
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Neural Network
Architecture

X'=X+0

yes

Adversarial Sample
misclassified as “4”
by a DNN

F(X*)=4
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Attack methods o

Decoupling Direction and Norm (DDN)

Rony et al. [122] propose the iterative DDN attack.

Contrary to previously presented attacks, the goal is not to search for the minimal adversarial distortion
as with the CW attack in its /5 version, neither to fix a maximum allowed adversarial distortion, as with
the FGSM or PGD attack.

Rather, the idea is to project at each step ¢ the resulting example z* onto a [,
ball of some radius €, and increase or decrease the radius €’ at next step whether
the current z* was found adversarial or not (i.e. is misclassified or not).
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Attack methods o

Decoupling Direction and Norm (DDN)

The perturbation g is proportional to
V. J(0,zr,y) with the true label y

(a) & not adversarial (b) &), adversarial

Figure 3: Illustration of an untargeted attack. The shaded
area denotes the region of the input space classified as ¥yye.
In (a), x1 is still not adversarial, and we increase the norm
€1 for the next iteration, otherwise it is reduced in (b). In
both cases, we take a step g starting from the current point
x, and project back to an € -sphere centered at z.
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Sparse adversarial examples

Croce et al. [107] propose a method to craft sparse adversarial examples.

original 1_0

lo + o-map : a certain number of pixels are modified and
the bound for the modification of each pixel
depends on image specific characteristics
around the pixel, in order to make the
perturbed pixel as imperceivable as possible

I_0 + I_inf I_0 + oc-map

e.g. If the standard deviation along one axis
around the pixel equals 0, the pixel can not
be modified as it would be easily spotted

Figure 4.12: Illustration of adversarial examples crafted with the different version of the attack

proposed in m

ncii DTIinialu A\.1. OCIIIAl . AUVEIdAl 1Al Iviaul 11T ..earning 90
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Enhancing gradient-based attacks

Wang et al. [125] propose a way to enhance the choice of the initial point for gradient-based attacks.
Starting from a point z, the idea is to identify a zone around this point and use sound bound propagation
methods to over approximate the output variations in this zone. Then, based on this approximation, the best
point in terms of desired output variations is found. This point is then used as the initial point for the

gradient-based attack.
Violations N\ | T -
Starting point x
g = X — & X+ £
Etion

Starting point x

(a) PGD attack (b) Interval attack
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Enhancing gradient-based attacks

Tashiro et al. [126] propose Output Diversified Initialization (ODI) to improve the initialization step for
attacks which use a certain number of restarts, with a different initialization at each restart. These restarts
are performed in order to increase diversity among beginning points of the attack, with the aim of better
exploring the adversarial subspace of the output space, and then select the best adversarial example. The
Idea of the ODI scheme is to leverage diversity in the output space rather than in the input space. The
motivation comes from the fact that as models tend to be very non-linear, considering diversity in the input
space does not necessarily induce diversity in the output space.

s &
o* N |
o v .
e .
II'IIJU[ space 0utput space
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Attack methods
(Black-box setting: score-based and decision-
based attacks)

The adversary can not compute gradients
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Attack methods

Zeroth-order optimization

Chen et al. [127] propose a score-based attack (an adversary supposed only to know the
confidence score vector F'(x)), which uses a gradient estimation method.

The loss to be optimized to craft adversarial examples is the one used for the CW attack
where the logits function 4 is replaced by the score function F':

argmin |[e|l, + cGr(x +€,y)

s.t. x+ee Q

with:

GF(x + Evy) — maX(Fy(m + E) - mQXFj(l’ + 6)7 _’{)
I7Y
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Attack methods o

Zeroth-order optimization

The optimization procedure is done with the Adam optimizer where the following
approximation is used for the derivative of ' with respect to x; (the it element of x):

Vo F(z) & F(x + he;) — F(z — hey) e; is a vector with the it component set to 1,
B 2h and all other components valuing O.

The computation of the derivative of £ with respect to x; has to be done d times for each iteration of
the optimization algorithm, and requires two evaluations of the score function F'at each time, it can
quickly become very expensive in terms of computation costs to reach convergence.

Solutions:
1) solve the optimization problem in a stochastic way, only updating one pixel at each minimization step. To
2) focus on pixels near the main objects on the pictures, or use dimension reduction
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Simultaneous Perturbation Stochastic Approximation (SPSA)

Uesato et al. [79] also propose a score-based attack scheme exploiting a gradient estimation
method.

The adversary is supposed to have access to the logits ~(z), and the adversarial example is
searched by solving the following optimization problem:

argmin h,(z') — max h;(z")
x’ I7FY

s.t. [’ — x| <e

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 96
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Simultaneous Perturbation Stochastic Approximation (SPSA)

The optimization problem is solved with SPSA:

At each step t with current example z?, n vectors vy, ..., v, of dimension d are
considered. For each vector v; (j € [1,n]), its i*" component v, ; is drawn from
a Rademacher distribution (a discrete probability distribution: wv;; has 50%
chance of being +1, and 50% chance of being —1).

L So ) Bt — S : : :
Then is computed g; = (h(z”+0v; )2 ;"( %)) where § is a perturbation size.

The example is then updated as 2'*' = projp_ (, o (2" —ad 7_ g;), where a
1s a step size.
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Attack methods o

Simple Black-box Attack (SImBA)

Guo et al. [129] propose a gradient estimation free score-based attack to craft adversarial
examples, where the adversary only has access to the confidence score vector.

Idea:
Pick orthogonal directions in a set without replacement, updating the adversarial perturbation
by one of these directions if it lowers the confidence score for the predicted label.

The orthogonality of potential directions allows not to search in directions cancelling each
other or making the adversarial perturbation grow too much.

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 98



Attack methods o

Boundary Attack

Brendel et al. [130] propose a decision-based attack method (the adversary is only allowed to
retrieve the output label of the target model A7).

|dea:
Consider at start an example z" classified in a different class than = (i.e. M (2°) # M (z)), and to make

steps towards x while staying adversarial, adapting the step procedure at each iteration.

Iterative procedure, at each iteration (if the example stays adversarial):
- Orthogonal step: draw 1 ~ N'(0,1), scale it, perturb z! with it and project on a sphere

with some given radius s.t. d(z", 2*=1) = d(2%, 271 + nscatea)
- Take a small step towards z° to get z*
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Boundary Attack

Basic Intuition Single step

#1. random orthogonal step

siarting image #2. step towards original image

¢ steps of the algorithm

g #1

o s
E ( 0l _—

Q o

£

original image

classified correctly

classified incorrectly

classified correctly
(adversarial)

Input Dimension 2

Figure 4.13: Illustration of the intuition of the Boundary Attack, from [130].
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Hop Skip Jump Attack (HSJA)

Chen et al. [108] propose a decision-based attack method, which relies on a gradient
estimation which is only valid on the decision boundary.

|dea:
Considering a clean example z°, classified in a different class than z, this attack scheme works in an
Iterative manner to get closer to = while staying adversarial.

Each step involves three main components:

1) Firstly, binary-search is performed to reach the decision boundary

2) Gradient estimation at the decision boundary is performed.

3) Itis searched for a step size, so that taking a step in the estimated gradient direction
keeps the current example adversarial.
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Figure 4.14: Illustration of the intuition of the Hop Skip Jump Attack, from |

Attack methods

Hop Skip Jump Attack (HSJA)

108

|. (Left) Line

Search to find the boundary. (Middle) Gradient estimation. (Right) Step size search.

Rémi Bernhard
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Attack methods o

Optimization-based Approach

Cheng et al. [132] propose a decision-based (only the output label) attack that formulates the adversarial
example search with an optimization problem that can be solved with a gradient-free optimization method.

argmin g (9) |"I \ )(. (L:ullnu:de:‘dv,al example)
6 Ty
: | "°‘° <8
s.t. g(f) = argmin (M(m +A——) # y) PR
A T e
Class y,

Denoting 6* the solution to this problem, #* is the direction towards the closest
adversarial example, and ¢(6*) is thus the shortest distance towards an adver-
sarial example.
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Optimization-based Approach

The authors show experimentally that ¢(6) is continuous even if the decision function f is not continuous.

1. 2. 3. 4,
1. Decision boundary
2. Loss with logits is continuous with respect to inputs 3. Loss with labels is not continuous with respect to inputs

4. g(0)is continuous

o A.l. Seminar: Adversarial Machine Learning 104
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Optimization-based Approach

Objective: arggnin g(0)

s.t. g(f) = argmin (M(ac + A
A

LRk y>

The derivative of g with respect to § is approximated by § = 2¢+5 z)_g ©)

where [ is a parameter whose value is fixed to 8 = 0.005 and wu is a gaussian
vector

Update rule:

0 <+ 60 —ng
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Optimization-based Approach

For a given 6 value, how to find g(6) ?

I.e. how to find the smallest A > O such that f(z + )\Hg%“) %y ?

Firstly, a fine-grained-search is performed: values f(x+0.01)\), f(z+2x0.01X), ...

are tested, and we stop at ¢ such as f(z + (¢ — 1) * 0.01\) = y and f(x + (i) *
0.01\) # .

Secondly, a binary search is performed between 7 — 1 and ¢ to refine the value
of g(0).
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Efficient Combinatorial Optimization (ECQO)

Moon et al. [133] also propose a method to craft adversarial examples for an adversary in a black-box setting
having access to the values of the loss function. The search for an adversarial example is considered as a
discrete optimization problem, which is then solved in a greedy way without any gradient estimation.

Motivation:
Experimental evidence than the adversarial perturbations computed with the [, version of the PGD attack
are predominantly found on the vertices of the [ ball.

=> For a [ budget of €, the adversarial perturbations mostly values -€ or ¢
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Efficient Combinatorial Optimization (ECQO)

Based on this motivation:

FGSM, BIM, PGD objective:

max L(z,y, M)

s.t. ||z — x| <e

ECO objective:

max L(z,y, M)

st. 2’ —z e {—¢, e}
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Attack methods

Efficient Combinatorial Optimization (ECQO)

max F'(S)
SCV
s.t. F(S) x+eZe@—e Z ei,y, M
€S 1EV\S

) denotes the set of all pixel locations
S denotes the set of pixels modified by +e€
V\S denotes the set of pixels modified by —e

e; denotes the it" standard basis vector.
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Attack methods o

Efficient Combinatorial Optimization (ECQO)

Solving:
The main challenge in solving this optimization problem is the fact

that finding the set Sis NP-hard.
However, the authors show that one can obtain an approximate
solution with greedy search algorithms.

Lazy-Greedy algorithm:

Alternatively adding pixels of & and removing pixels from S
based on a defined rule, until convergence.
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Efficient Combinatorial Optimization (ECQO)

Rickshaw Coucal(bird)
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Rotations and translations

Engstrom et al. [60] propose attack procedures to craft adversarial examples exploiting rotations and
translations of clean examples, where the adversary only needs to know the confidence score vector.

Idea:
Considering the value x; ; of a clean example for pixel at position (i, j), the pixel value of the adversarial

example at the same position, = ; is built by performing a rotation of angle # and then a translation of
0. (resp. d,) in the direction for the x-axis (resp. y-axis).
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Attack methods

Rotations and translations

Natural Adversarial Natural Adversarial Natural Adversarial

rE ™ - . "

“revolver” “mousetrap” “vulture” “orangutan”  “ship” “dog”
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Attack methods o

Colorfool: adversarial colorization

Shamsabadi et al. [61] propose a decision-based attack, where the adversary modifies colors of a clean
example to turn it into an adversarial one.

Specificity:
It separates sensitive regions, where large color changes seem unnatural (e.g. face color, sky, etc.), with non-
sensitive regions, which can undergo larger color changes (e.g. walls, ground, etc.).

After separating sensitive from non-sensitive regions, the former are converted in the lab color space.
Then, adversarial perturbations in the form of natural color-changes are applied to the non-sensitive regions
(multiple trials until an adversarial example is found).
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Attack methods 2

Colorfool: adversarial colorization

Figure 4.16: Illustration of the colorfool attack, with the clean image (left), and its adversarial
counterpart (right), from . The background color (non-sensitive region) is largely modified,
while the skin color (very sensitive region) is very subtly changed.
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Colorfool: adversarial colorization

Su et al. [62] propose a score-based attack method (the adversary only needs to know the softmax output
values) to craft adversarial examples while modifying only one pixel.

|dea:
Leverage differential evolution

Starting from a set of candidate solutions.
During each iteration another set of candidate solutions (children) is generated according to the current

population (parents). Then the children are compared with their corresponding parents, surviving if they are
more fitted (possess higher fitness value) than their parents.

In such a way, only comparing the parent and his child, the goal of keeping diversity and improving fitness
values can be simultaneously achieved
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Colorfool: adversarial colorization

Idea:
Leverage differential evolution

One candidate solution contains a fixed number of perturbations, with each perturbation corresponding to the
perturbation added to one specific pixel. The population is composed of many candidate solutions.

At each iteration, from each perturbation of each candidate solution (the parent) is created another
perturbation (the child) with a deterministic formula. The parent or the child is kept for the next iteration
depending on which of the two is more fitted (i.e. it reaches better the adversarial goal than another).

The number of iterations is fixed and an early-stopping criterion is fixed in case a perturbation allows the
attack to succeed.
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Attack methods

Colorfool: adversarial colorization

1= iy

B!

Cup(16.48%) Bassinet(16.59%)
Soup Bowl(16.74%) Paper Towel(16.21%)

[ |
Teapot(24.99%) Hamster(35.79%)
Joystick(37.39%) Nipple(42.36%)
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Colorfool: adversarial colorization

Hosseini et al. [63] propose a decision-based way to craft semantic adversarial examples, i.e unrestricted
adversarial examples in terms of [, norms but semantically similar to clean images they are crafted from.

HUYV values (Hue, Saturation and Value) for a color :
Three parameters to describe a color in the way the human vision perceives it.

hue is the color valuing in [0, 1] in a cyclic way (h(0) = h(1))
saturation values in [0, 1] with 0 being a gray-scale image and 1 is the most colorful

value is the brightness

xh, Ts and x, denote respectively the hue, saturation and value of an image .
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Colorfool: adversarial colorization

Considering a clean image =, craft an adversarial example =’ with the only constraint being that =, = z,
(same value for the clean and adversarial example, ensuring that objects in the image stay the same).

min ||
Minimal saturation shift st xy = (zp + dp) mod 1
to avoid gray-scale or => x! = clip(xs + 05,0,1)
too colorful images =z,

dn, 05 and o, denote respectively the shift in hue, saturation and value.
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Colorfool: adversarial colorization

Solving the problem:

Iterative procedure:

Begin with null shift and repeating for ¢ € [1, N] iterations J; = dp + U(0,1)
and 65 = 05 + U(FF, « ), performing proper clipping to respect the constraint
and stopping if an adversarial example is found

(smaller updates are performed to &, to try to minimize |d|)
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Attack methods

Colorfool: adversarial colorization

alrplane

bird
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Attack methods
(Black-box setting: transferability)
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Attack methods (transferability) o

Transferability

Score-based attacks

Adversary in a black-box setting: - -
Decision-based attacks

Limitations: _
1) Number of queries can be

prohibitive Pay-per-query system => very costly attack

2) Numerous queries
(thousands) can be easily Detection system => account deleted/reported

flagged as suspicious
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Transferability

In view of these difficulties, the adversary can leverage the transferability of adversarial perturbations
(introduced by Papernot et al. [64])

Principle:
Considering the target model M, an adversary can train a substitute (source) model M, for the same
classification task and take advantage of this model to attack the target model A1

How ?

An adversarial example x’ crafted on M, (M (2") # M(x)) canalso fool M (M (2') # M (z))
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Transferability

Clean example Adversarial example

Source Model

Adversarial
perturbation _
created by attack Target
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Attack methods (transferability) o

Momentum Iterative Method (MIM)

Dong et al. [137] propose a method to increase the transferability of adversarial examples
crafted with gradient-based attacks.

|dea:
Add a momentum term in the optimization procedure

Indeed, remembering at optimization step the precedent update allows to have more
consistent (i.e. in the same direction) updates throughout the attack.
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Momentum Iterative Method (MIM)

FMGS, BIM, PGD procedure:
argmax L(z',y, Mp)

st |2’ — z||, <€

At each step:

!t = 2!~ 4+ asign ¢ with: gt =V, . L(z" Ly, M)

MIM:
vﬁ?‘c(wt_la ya M)

Ve L(x' =1y, M)l

g'=pg' "+
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Attack methods (transferability) o

Momentum Iterative Method (MIM)

1
098 x__“_x_u..x—u--u-x-n—x—n-u—x--x_
} L -
i * —a—[-FGSM
%10.96 2 - % MILFGSM
[
E 0.94
)
L092r |
%
o D.Q-M-
088} |
0.86

2 4 6 3 10 12 14 16 18 20
Iterations

Figure 4. The cosine similarity of two successive perturbations in
[-FGSM and MI-FGSM when attacking Inc-v3 model. The results
are averaged over 1000 images.
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Momentum Iterative Method (MIM)

Puffer: 97.99% o Crab: 100.00%
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Translation Invariant Attack

Dong et al. [138] propose to increase the transferability of adversarial examples crafted with
a gradient-based attack by accounting for many translated versions of the input during the

optimization procedure.

|dea:
Source and target models do not rely on the same region of the image to predict the label, and

therefore that crafted adversarial examples tend to overfit to the source model's gradients and
discriminative regions.

Considering many translated version of an input for gradient computation could then allow to
alleviate this issue.
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Translation Invariant Attack

Different discriminative regions for different models:

Inception
Inception v3 ResNet v2 ResNet 152 Tramer et al. (2018) Liao et al. (2018) Xieetal. (2018) Guo etal. (2018)

Elal % S Sl FS 75 &% FES
e b

|

iy hodbifid gl A hid
iy 5 : ‘
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Translation Invariant Attack

Same optimization objective as FMGS, BIM, PGD etc.
argmax L(z',y, Myp)
st |2’ — z||, < e

Extension with shitfted versions of the input:

i,7 € [—k, k] with k£ a maximum number

argmax Z wi g L(0, T 5 ('), y) of pixels to shift
T ..
0] , T; j(x) the shifted version of x by ¢
s.t. ||l2" — x|, <e (resp. j) pixels along the x (resp. y) axis

w; ; coeflicients.
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Attack methods (transferability) o

Translation Invariant Attack

Extension with shitfted versions of the input:

i,7 € [—k, k] with £ a maximum number

argIPaXZ w; ; L(0,T; j(z"),y) of pixels to shift
:I/' . .
0] ’ T; j(x) the shifted version of x by ¢
st |l — 2|, <e (resp. j) pixels along the x (resp. y) axis

w; ; coeflicients.

Solving this optimization problem requires performing (2% + 1) gradient calculations at each step !
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Translation Invariant Attack

Solving the optimization problem requires performing (2k + 1)?gradient calculations at each step !

To alleviate this problem, use an approximation:

Vmﬁ(az,y, MS) =~ vxﬁ(mayaMS)

IBZTZ"J' (fi’) T=r

Translation-invariance property of CNNS
+ Images shifted by 10 pixels at most
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Translation Invariant Attack

Solving the optimization problem requires performing (2k + 1)?gradient calculations at each step !
To alleviate this problem:

VeL(z,y, Mg) ~ V. L(x,y, Mg)
ZE:T@"J' (:@) T=r
then: Vo > wi;L(0, T (x),y)| =W ®V.L(z,y,Ms)
i,j rT==T rT==I

®: convolution operation
W: kernel matrix of size (2k + 1) x (2k + 1)
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Translation Invariant Attack

Finally:
i,7 € [—k, k] with k£ a maximum number
argrflaxz wi ; L0, T 5 (x"), y) of pixels to shift
T ..
% , T; j(x) the shifted version of x by 1
s.t. |la" — x| <€ (resp. j) pixels along the x (resp. y) axis

w; ; coeflicients.

with: Ve > wi L0, T, ;(z),y)| =W & VoL(x,y, Ms)

'i,’j rT=2=I =T
=> One gradient calculation convolved with a kernel matrix (e.g. gaussian kernel)
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Translation Invariant Attack

Example (PGD with Translation Invariant Attack):

Starting point:

20 =2+ n ~U(—¢,¢€) U denotes the uniform distribution
[terations:
PGD PGD with Translation Invariant Attack
0" = asign(V,L(z' 1, y, My)) 8" = asign(W ® Vo L(z' ", y, My))
xt = prOij(:c,e) (xt_l + 5t) xt = prOij(m,e) (xt—l + 5t)
z' = Clip(z, Q) z' = Clip(z*, Q)
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Translation Invariant Attack

Gaussian kernel.

ML LN,

Kernel Length=1 Kernel Length=3 Kemel Length=5 Kemel Length=7 Kemel Length=9 Kemel Length=11 Kemel Length=13 Kernel Length=15

Bigger kernel => smoother perturbations
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Translation Invariant Attack

TI-FGSM
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Improving transferability with input diversity

Xie et al. [139] propose to decrease the overfitting of adversarial examples to the source
network they are crafted on.

|dea:
Use data augmentation with spatially transformed inputs during the optimization procedure.

Practically:
At each gradient computation, the input is transformed with probability p with image resizing

or random padding.
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Intermediate Level Attack (ILA)

Huang et al. [140] propose the Intermediate Level Attack (ILA) to increase the transferability
of an already crafted adversarial example.

Objective:

Given a hidden layer [ of the source model with its output function Fj, and
an existing adversarial example x’, the attack method aims at maximizing the
perturbation at layer [, while keeping the original adversarial direction.
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Attack methods (transferability)

Intermediate Level Attack (ILA)

Obijective:

Given a hidden layer [ of the source model with its output function Fj, and
an existing adversarial example 2/, the attack method aims at maximizing the
perturbation at layer [, while keeping the original adversarial direction.

How ?

Maximizing A(y, ) = Fy(z") — Fj(x) with respect to 2, while not straying too
far from the original adversarial direction given by A(y,) = Fi(z') — Fy(x).

=> Maximize —A(y, ) - A(y,) with respect to z.
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Attack methods (transferability) o

Intermediate Level Attack (ILA)

Wu et al. [141] propose a method to enhance the transferability of adversarial examples.

Motivation:

It is observed that some features (internal representations in a neural network model) are commonly

used by different models with different architectures, and that therefore focusing more on these critical
features would lead to a better transferability.

VGG 16 ResNet V2 Inception V3
®

Different models rely on the face region of the cat
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Attack methods (transferability)

Intermediate Level Attack (ILA)

Importance of a feature map c of size m X n at layer k with respect to target

class y;:
8Fyt
clyi A Z Z 0AS [m, n]

AS[m,n|(x): value at the feature map c of layer k for input =
Z: normalization constant such that a* € [—1,1]

Attention map for label v; at laker % :
H'(z) = ReLU(Z a [t A9)

C
(Important features for label vy, at laker k)
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Attack methods (transferability) o

Intermediate Level Attack (ILA)

Attack (targeted version):

K
argmax L(a', yr, Ms) + A Y [|HY (2) — HY' ()],
7! k=1
sit. ||z — x| <e

Second term: ensure focus on features with a positive influence on the target class
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Intermediate Level Attack (ILA)
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Direction Agqgregated Attack (DA)

Huang et al. [142] propose a method to enhance the transferability of adversarial examples
crafted.

|dea:
Replace each gradient computation (direction) with an aggregation of directions for examples
perturbed with gaussian noise.

By doing so, it is hoped:

1) relieve overfitting to the source network, allowing to find more meaningful directions to fool the
target model.

2) reduce oscillations between successive gradients directions
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Direction Agqgregated Attack (DA)

Classical perturbation: Class 2 A A
&
V-’Bﬁ(xa Y, MS) A
Replaced by:
erzl VCL’E(:C + €i, Y, MS)
® decision boundary
with: e ~ N(0,0?) of model |
@ @ @
* Class 1
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Direction Agqgregated Attack (DA)
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Attack methods (transferability)

Transferable Adversarial Perturbations (TAP)

Zhou et al. [143] propose a method to craft transferable adversarial examples, leveraging a
specific loss function.

Idea:

Use the feature representation in intermediate layers, and the reducing of the variations of the
adversarial perturbation.

A loss function with three specific components is used.

Lrap =L+ Lo+ L3
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Attack methods (transferability) o

Transferable Adversarial Perturbations (TAP)

A loss function with three specific components is used.

1. Misclassification component £

*Cl('ra Y, MS) — E(SL‘, Y, MS)

Ensure misclassification
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Transferable Adversarial Perturbations (TAP)

A loss function with three specific components is used.

2. Feature separation component L

Maximizing the distance between the features space representations of = and
the feature space representation of x’ for all layers of the source model.

Hypothesis (verified experimentally):

It allows craft adversarial perturbations that impact the inference process of the
source model more strongly and deeply than simply considering
misclassification, and improve the black-box transfer rate.
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Transferable Adversarial Perturbations (TAP)

A loss function with three specific components is used.

2. Feature separation component L

Lo(z,x") =AY, [IT(Fi(z)) — T(Fa(z"))], A€ 0,1]

Fj.(x): feature representation of an input x at layer d

T(Fi(x)) = sign(Fy(x)) ® (Fx(z))®: power normalization of Fj(x) a € [0,1]
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Attack methods (transferability)

Transferable Adversarial Perturbations (TAP)

A loss function with three specific components is used.

2. High-frequency removing component Ls

Remove high-frequency components that will be smoothed by convolution
kernels, in the hope of having more transferable perturbations.

La(x,2") =02 ; |Ri(2" — 2, w) n € [0,1]

R;(z' — x,w): i*" value of the response of a convolution between =’ — z and the
kernel w, a box linear kernel (i.e. a kernel so that in the response each pixel is
the average value of the neighbouring pixels)
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Transferable Adversarial Perturbations (TAP)

t-SNE visualization:

The TAP method allows to craft
adversarial examples with larger
perturbations in the intermediate layers
than the other methods considered.
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Skip Gradient Method (SGM)

Wu et al. [144] propose SGM (Skip Gradient Method), a method to enhance the transferability of
adversarial examples crafted on a source model with residual blocks (a combination of a residual
module and a skip connection)

Idea:

Backpropagating using more skip connections than residual modules when crafting the adversarial
example on the source model allows to rely more on low level information, which would be more
transferable across different model architectures.

skip connections pass directly the information from one
layer to another passing through the residual model
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Skip Gradient Method (SGM)

Skip
connection

z; = zi—1 + f(z;_1) denotes the output of a residual block
z;—1: skip connection part

Residual

f(z;—1): residual module part module

=> The gradient of z; with respect to z;_1 equals 1 + 85{ -

Toy example (gradient of the loss with respect to an input):

oL _ oL 823 822 821 _ oL % % %
Ozg  Ozz Ozo 0z1 Ozg  Oz3 (1_'_ Zo ) (1+ Z1 ) (1+ zo)
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Skip Gradient Method (SGM)

Toy example (gradient of the loss with respect to an input):

OL _ OL Oz3 023 021 _ OL of o f of
h=febapmbn =g (1) (1 %) (1+ %)

20

L—-1
oL oL of, 9
(more generally) => i ded E : ( fit1 n 1) 2|

or 0zr — 0z;

— 0L — 8f7,—|—1 320
= 83: = 92, ;( ) o

’L

ox
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Skip Gradient Method (SGM)

Finally:

To use more gradients form the skip connection, introduce a parameter ~ in
the gradient computation:

OL  OL = [ Ofi 92
hiaduShdad 1) =
oxr 0z Z; (7 0z; i ) Ox

1=

Example (use in BIM or PGD)
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Skip Gradient Method (SGM)

Example:

BIM or PGD: 6" = asign(V,L(z' ', y, Mp))
.I't = prOij(:r,e) (.CE't_l + (5t)
z' = Clip(z*, Q)

BIM or PGD with SGM:

L—-1

., 0L dfit1 020
t_ hdad 7=0
6 = a31gn(82L Z (’y 92 + 1) 5 )

1=0

mt — prOij(ac,e) (xt_l + 5t)
a* = Clip(z', Q)
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Defense methods

How to counter adversarial examples
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Defense methods quatcar

Two types of defense methods:

Making the model more robust in itself
against adversarial examples

1. Proactive schemes = Can be:

- empirical: no certification provided
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Defense methods Quatiicare

Two types of defense methods:

Do not make the model more robust in itself
against adversarial examples, act as prevention

Can be:
1. Reactive schemes 7 - detection schemes: recognizing adversarial examples, in

order to treat them differently (e.g. discarding them, banning
a user, etc.)

- purification: denoising an adversarial example, so that the
model outputs the correct label on the denoised example
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Reactive schemes

Major advantages:

1) Easily implemented:

No need to retrain the target model, as for empirical proactive schemes and some provable
proactive schemes.

2) Scalability:

Scales better to any type of architecture than some provable proactive schemes.
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Reactive schemes

The vast majority of proposed reactive schemes have been show to be bypassable.

Two main reasons:

- the setting considered for the evaluation of these defenses. It often refers as a gray-box
setting (the adversary is not aware of the detection/purification mechanism). Under this
hypothesis, the defense is shown to be efficient. However, simply relieving this hypothesis, as
It Is a good practice with adaptive adversaries, makes the defense useless.

- detection schemes tend to overfit to the type of adversarial examples they are designed for.

=> Increasingly less proposed in the defense literature
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Proactive (empirical) schemes

Empirical proactive defense methods encompass all the defense schemes which do not provide
a formal guarantee for the robustness of a model for some input.

=> no certified radius around a clean example is given, and thus the robustness of the model
for this example can not be proven.

Good evaluation needed

Many works have emphasized this need, in order to foster a faster advance in the state of the
art. Notably, some works have analyzed defense schemes proposed in scientific conferences to
demonstrate some recurring flaws that lead to an over-evaluation of their efficiency.
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Proactive (empirical) schemes

Gradient masking (Athalye et al. [78]).  False sense of security

Phenomenon where gradients of the model (loss, score function) with respect to the inputs are
obfuscated.

=> Attack methods which rely on these gradients (gradient-based attacks) could therefore not
find an adversarial example at some distance of a clean example, even if this adversarial

example exists.

h(z*)f-eenann-- ~© -
i —
h(z) |- <3 ! _
x x
e
r
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Proactive (empirical) schemes

Gradient masking can occur in three ways:

Shattered gradients: the defense scheme uses components that are either non-

differentiable, introduce numeric instability or make the gradients non-existent
1. orincorrect.

In the case of differentiable gradients, following these gradients does not

indicate the right direction to find adversarial examples.

2.  Exploding or vanishing gradients.
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Proactive (empirical) schemes

Gradient masking can occur in three ways:

Stochastic gradients: the defense scheme uses randomization, which makes the

gradient being not the same at each computation.
Using only one gradient computation can therefore be not sufficient to estimate

the right direction to find adversarial examples.
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Proactive (empirical) schemes

How to account for gradient masking ?

Shattered, exploding or vanishing gradients: not attack directly the target with gradient-
based attacks, but rather use decision-based or score-based attacks, or leverage the
transferability phenomenon.

This can allow to circusmvent existing gradient instability of the target model, as the
gradient of the target model is not directly used.

(@) Defended model (b) Substitute model
h(z*)Jeececee-- Py e, (A
| ? } / ‘e.‘ S oy
ha) |- —<gsb | —a
: %k o ] '* e
R -
/& T
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Proactive (empirical) schemes

How to account for gradient masking ?

Shattered gradients: use BPDA (Athalye et al. [78]), 1.e. approximate a non-
differentiable operation with a differentiable approximation of it.

Stochastic gradients: use EOT (Expectation over Transformation, Athalye et al.
[78]) method: instead of relying on one computation of the gradient, one may

average many values of it, to reduce the impact of the randomization component
Included in the defense scheme.
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Gradient reqularization

Ross et al. [156] propose an intuitive method to defend a model against adversarial examples.

Idea:
Constraint the variations of the usual loss function £ (e.g. Lo ) with respect to variations of the input.

In practice:
Consider a loss function minimizing the gradients of the loss with respect to inputs:

EGREG($7y3M) — 'C'CE(xayaM) + A ||V$EOE(.’IJ,y7 M)Hg
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Lipshitz constant

Cisse et al. [157] propose a defense method that aims at minimizing the phenomenon of an adversarial
perturbation that is amplified as it goes through the model layers.

|dea:
Minimize the Lipschitz constant Lip( M) of the target model M

Reminder:

Considering two metric spaces (X, d,) and (Y, d,), a function f : X — Y is said
lipschitz continuous if there exists K > 0, such that V(xq1,29) € X x X:

dy(f(z1), f(22)) < K dp(21,72)

K is said to be a lipschitz constant of f.
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Lipshitz constant

|dea:
Minimize the Lipschitz constant Lip(M ) of the target model M

The Lipschitz constant of a model is the product of the Lipschitz constants of all layers.

Example:
Considering the [, norm, for a linear layer W'z, the Lipschitz constant is the greatest singular value of

the matrix of weight parameters W

=> Make W orthogonal
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Lipshitz constant

Example:
Considering the I, norm, for a linear layer Wz, the Lipschitz constant is the greatest singular value of
the matrix of weight parameters W

=> Make W orthogonal

For each layer k£, minimize the following term:

g \wiEwy — 1],

Optimizing it is expensive and may end in parameter far away from those resulting of the optimization
of the classification loss !
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Lipshitz constant

For each layer k, minimize the following term:
Rg(Wy) = HWTW;C—IHQ

Optimizing it is expensive and may end in parameter far away from those resulting of the optimization
of the classification loss !

In practice:
Perform only one gradient step after the gradient step of the optimization relative to the classification
loss

Vi, Rg(Wy) = B(W Wy — D)W,
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Lipshitz constant

In practice:
Perform only one gradient step after the gradient step of the optimization relative to the classification

loss

Vw, Rs(Wy) = (W, W, — D)W,

Training procedure:

1) Gradient step for the classification loss:

B
1 .
Wi +— Wy — nE ; VoLl(x;,y:, Mp) B: batch size
2) Gradient step for the orthogonality:

Wi = (1+ B)Wy, — BWI W W[l
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Adversarial Training

Madry et al. [75] propose Adversarial Training, an efficient empirical defense scheme which has led to
many variants of it.

Defense schemes consisting in improvements of Adversarial Training are currently the ones
providing the best empirical results on various data sets (e.g. [158]).

Idea:
Account during training for the worst possible adversarial perturbation relatively to the threat model
considered.
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Adversarial Training

Standard training procedure:

m@in E(E’y)fvp [E(xa Y, MQ)]

Adversarial (robust) training procedure:

inlE ..~ ax L(z',y, M
mﬂln (@y)~D m’EIlgloo}E(m,e) (93 Y 9)
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Adversarial Training

Illustration:
[ ] [ ]

@ ®

@ o ® ® — @
® ® @ ® ® [ ]

o ¢ ® ¢ _.=|—
@ ¢ ® ® . @
Standard Robust (/)
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Adversarial Training

Illustration:

Standard Robust (7,.)
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Adversarial Training

Adversarial (robust) training procedure:

K )~ Lz, y, M
e By DL,e%ja,e) &y 9>]

In practice during training:

i) For each batch, for each example-label pair (z, y), perform the [, PGD attack for a
fixed number of steps & to get &/

ii) Train the model on (2, v) (train the model to predict the label y for example z’)
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Adversarial Training

For N epochs:
For each batch:
For each input-label pair (z:, yi)

Perform the [ PGD attack for % iterations

Starting point: ¥} = x; + 17 n ~U(—¢€,¢)

t—1

Repeat ktimes:  6° = asign(V,, L(z; ', y, Mp))

Tj = Projp, (s, o (7 +0")

(]

[
T; = X;

B
1
Calculate gradients and update the loss function: 0 « 6 — 71— > VoL(xh,yi, M)
1=1
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Adversarial Training for Free

A big flaw of Adversarial Training:

The robust generalization gap

The robustness on train examples is way much higher than on test examples.
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Adversarial Training for Free

Adversarial training: For each example encountered during training, need to perform k& gradient
calculations !

Shahafi et al. [159] propose an alternative to alleviate this burden.

Idea:

Recycle the gradient of the attack when updating model parameters.

Update both model parameters and adversarial perturbation in one pass rather than
separately.
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Adversarial Training for Free

Idea:
Recycle the gradient of the attack when updating model parameters.

Update both model parameters and adversarial perturbation in one pass rather than
separately.

Adversarial training :

k gradient steps for the inner (maximization) problem, then one gradient step for the outer
(minimization problem)

Free Adversarial training :
1) Both outer and inner problem calculated simultaneously
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Adversarial Training for Free

Adversarial training :

k gradient steps for the inner (maximization) problem, then one gradient step for the outer
(minimization problem)

Free Adversarial training :
Both gradient step for both outer and inner problem calculated simultaneously

=> Only one adversarial perturbation per example (like FGSM)

=> Repeat m times per batch to account for multiple adversarial perturbation updates

=> Perform only % epochs
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Adversarial Training for Free

Adversarial training :
1) k gradient steps for the inner (maximization) problem, then one gradient step for the outer
(minimization problem)

Algorithm 1 PGD adversarial training for 7" epochs, given some radius ¢, adversarial step size «
and N PGD steps and a dataset of size M for a network fy

fort=1...7Tdo
for:=1...M do
// Perform PGD adversarial attack
0 = 0// or randomly initialized
forj=1...Ndo
0 =0+ a-sign(Vsl(fe(z; +0),y;))
0 = max(min(J, €), —¢)
end for
0 =0 — Vol(folxi+0),y:) / Update model weights with some optimizer, e.g. SGD
end for
end for
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Adversarial Training for Free

Free Adversarial training :
Both gradient step for both outer and inner problem calculated simultaneously

Algorithm 2 “Free” adversarial training for 7" epochs, given some radius €, N minibatch replays,
and a dataset of size M for a network fy

0=20
// Iterate T/N times to account for minibatch replays and run for T total epochs
fort=1...7/N do
fori=1...M do
// Perform simultaneous FGSM adversarial attack and model weight updates 'T' times
forj=1...Ndo
// Compute gradients for perturbation and model weights simultaneously
Vi, Vg = VU(fo(z; +9),y;)
d =09+ e-sign(Vs)
0 = max(min(é, €), —¢)
0 = 0 — Vg // Update model weights with some optimizer, e.g. SGD
end for
end for
end for
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Adversarial Training for Free
[llustration:
Training Evaluated Against SN %‘:1;2 |
Nat. Images | PGD-20 | PGD-100 | CW-100 PGD-20 || (min)
Natural 95.01% 0.00% 0.00% 0.00% 0.00% 780
Free m = 2 91.45% 33.92% 33.20% 34.57% 33.41% 816
Free m = 4 87.83% 41.15% 40.35% 41.96% | 40.73% 800
Free m = 8 85.96% 46.82% | 46.19% | 46.60% | 46.33% 785
Free m = 10 83.94% 46.31% 45.79% 45.86% | 45.94% 785
7-PGD trained 87.25% 45.84% 45.29% 46.52% | 45.53% 5418
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Multi-Steepest Descent (MSD) for Adversarial Training

Maini et al. [162] propose an Adversarial Training method which allows to train models which are

robusttoi.,, /> and [ adversarial examples.

|dea:

Perform a single step of the PGD attack for each
p € {1,2,00} , keeping the adversarial
perturbation resulting in the biggest

loss value as the initial adversarial perturbation
for the next step.

Rémi Bernhard

Algorithm 1 Multi steepest descent for learning classifiers
that are simultaneously robust to £, attacks forp € &

Input: classifier fy, data =, labels y
Parameters: ¢,, a, for p € §, maximum iterations 7',
loss function £
5 =0
fort=0...T— 1do

for p € S do

Sy = Pa, (60 4 0, (51))

end for

§(t+1) = arg mMaX s(¢+1) €(folx + f'i;,t+lj], y)
end for F
return 1)
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Misclassification Aware adveRsarial Training (MART)

Wang et al. [163] propose a defense scheme based on the fact of treating differently correctly
classified and misclassified examples during Adversarial Training.

Motivation:

Experiments show different behaviors between correctly (S+) and incorrectly (.S™) classified

examples:
1) Not perturbing misclassified examples during

the training leads to decreased final robustness

2) Using a weak perturbation (FGSM instead of PGD) leads to decreased
robustness when using a weak perturbation for S~ and to no robustness
change when using a weak perturbation for S™ only
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Geometry-Aware Instance-Reweighted Adversarial Training (GAIRAT)

Zhang et al. [165] propose an enhanced version of Adversarial Training, that treats differently
examples whether they are close or far from the decision boundary.

|dea:

Adversarial examples crafted from examples close to the decision boundary should be treated with
more importance than those crafted from examples further from the decision boundary, as they are
more responsible for the final shape of a robust decision boundary:.
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Geometry-Aware Instance-Reweighted Adversarial Training (GAIRAT)

Illustration:

Large-weizht
* - Lz

adversanal data

+ — Small-weight
adversanal data

= Guarded data

+
% — Attackable data

\ Decision boundary

Adversary direction

Larg red: large weights _ iy
_ C e e Estimated decision boundary after
Small red: small weights Adversarial Training
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Geometry-Aware Instance-Reweighted Adversarial Training (GAIRAT)

Standard loss for Adversarial Training:

GAIRAT loss:

1
H Z w(mia yz) L"(xg,a yga MQ)

1=1
where the closer z; to the decision boundary, the bigger w(x;, ;)

=> During training, the more the decision boundary is made far from a clean example, the
smaller the weights assigned to the corresponding adversarial example
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Geometry-Aware Instance-Reweighted Adversarial Training (GAIRAT)

How is computed w(x;, y;)?

w(z;,y;)is based on k(x;,y;), the number K of PGD iterations with step size aneeded to craft a
misclassified adversarial example =’ from z

The distance to the decision boundary is thus approximated with oo K

Example:

w(x;,y;) =1 — M;?—Jf{)
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Wu et al. [222] investigate the link between the robust generalization gap of Adversarial Training
(the generalization gap on adversarial examples) and the weight loss landscape (the landscape of
the loss with respect to weight perturbations).

The lower the robust generalization gap
(small robustness difference between train and test examples), the better.

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 198



A
Defense methods Qaitiicar

Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Adversarial Training:

. o /
min p(#) = min L,Egi?m L(z',y, Me)]

Experiments:

Visualize weight loss landscape p(6 + « d) for different o values where d is a random direction

It is looked at the Adversarial Training loss p(#)when weight parameters d
are moved along a direction with different intensities
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Experiments:

Visualize weight loss landscape p(6 + « d) for different o values where d is a random direction

It is looked at the Adversarial Training lossp(#) when weight parametersd
are moved along a direction with different intensities

Results:

Models with small robust generalization gaps correlate with flat weigth loss landscapes
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Idea:

Perform Adversarial Training while enforcing a flat weight loss landscape
(in others words, ensuring robustness to weight perturbation)

1) Adversarial Training, which induces a flat input loss landscape (the landscape of the loss with
respect to input perturbations), generates adversarial perturbations which only affect one example
at a time.

2) Weight perturbations could produce a more global effect by affecting multiple examples.
=> AWP could reduce the robust generalization gap
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

min p(#) = min

Adversarial Training: [
0 0

Lz, y, M,
:vfeg’li)({:c,e) (.T J 9)]

Adversarial Training with Weight Perturbation:

min max p(0 + v) = min ma max Lz, y, Mg,
0 Ue% p( * ) 0 ’UE]B{ [LE’EBOO}((IE,G) ( Y ot )]

Adversarial Training with Weight Perturbation: p(0 + v) = p(8) + (p(6 + v) — p(0))

=> Adversarial Training (first term) and flatness of the weight loss landscape(second term)
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Adversarial Training with Weight Perturbation:

i 0 +v) = mi L(x',y, Myt
g (0 +0) =i ma | g £ M)

V . adversary capacity for the weight
perturbation
|ve]] < v ]|wy] where:

v; denotes the weight perturbation for layer |
w; denotes weights for layer |
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Adversarial Training with Adversarial Weight Perturbation (AT-AWP)

Adversarial Training with Weight Perturbation:

i 0 +v) = mi L(x',y, Myt
g (0 +0) =i ma | g £ M)

Optimization:

vep ee  (Adversarial Training): projected /s PGD on L(z',y, My,) with respect to 2’
(on Bo(z, €))

max p(0 +v)  (Weight Perturbation): projected l» PGDon L(2,y, Mp,,) with respect to v
(on V)
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Adversarial Feature Stacking

Liu et al. [168] propose AFS (Adversarial Feature Stacking), a defense method against adversarial
examples designed to reduce the trade-off between accuracy and robustness in Adversarial

Training.

Idea.:
Consider many models trained with Adversarial Training with different adversarial budgets (||€|| ) to

take advantage of features with various levels of usefulness and robustness.

Considering €1 > €2, models trained with AT with the ¢; value will learn features which are more
robust but less useful than models trained with AT with the e5 value. This results in the model trained
with €1 showing a greater robust accuracy but a smaller clean accuracy than the model trained with e;
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Adversarial Feature Stacking

Idea:
Consider many models trained with Adversarial Training with different adversarial budgets (||e| .. ) to

take advantage of features with various levels of usefulness and robustness.

In practice:

Consider & models, each of them trained with AT with a different e value.

A merger model .J takes as inputs g1 (), - . . , g» (x) and outputs a confidence score vector.

g;(x) : features (output of the layer before the logits layer) of the i*" model
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Adversarial Feature Stacking

Scheme:

Pretrained
network. €,

Pretrained

network. €,

Predictions

Pretrained
network. e,

Feature extractors Concatenated feature
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Adversarial Feature Stacking

Training the merger model .J :

Consider the objective:

min  aL(z,y,Jo) + (1 —a)| max L(z',y, My)
0 ' €EBoo (x,€)

« allows to calibrate between accuracy (first term) and robustness (second term)

The & models trained with Adversarial Training are frozen.
Only the weights relative to the merger model .J are modified.
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Confidence-Calibrated Adversarial Training (CCAT)

Stutz et al. [170] propose to enchance Adversarial Training so that it is still robust outside the
considered [/~ ball and for other threat models (e.g. {2 )

|dea:
Perform classical Adversarial Training while training the model to output a “uniform distribution” for
adversarial examples encountered during training

The more the examples at the edge of the {scball, the more uniform the distribution
=> Make the model generalize to bigger perturbations than those seen during training

=> Qutput a uniform distribution for adversarial examples crafted considering other threat models,
making all type of adversarial examples detectable afterwards.
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Confidence-Calibrated Adversarial Training (CCAT)

In practice:

1) Craft an adversarial example with respect to some [, threat model (with budget €)
d = MaxXs< ||| . MaXpLy Fk(:chr(S,y) r=x+90

2) Build the “uniform distribution” that depends on ¢

if || > e. \0) =
A(6) = (1 — min (1, %))p if |6 >€ M) =0
decreases as ||9]| ., increases

g = M&)one_hot(y) + (1 — A\(0)) K : number of classes

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 210



Defense methods
Confidence-Calibrated Adversarial Training (CCAT)

In practice:

* Model training, for a batch of size B

, B/2

I E 13 ’MM ‘E zj ’LJM
g e M)+ g 3 Lo

 Prediction (with detection scheme):

Threshold with the biggest confidence score
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Confidence-Calibrated Adversarial Training (CCAT)

Illustration:

0.6

0.4

Clonfidence

Confidence

training ¢ =0.03

Adversarial Training (AT):

L Perturbation
in Adversarial Direction

B | _-""-s..‘\ |

B >¢ unseen

<€ seen ,f

- extrapolation
| | ]

0 .01 0n.03 0.05

unseen
Lo attack

0 0.5 1 1.5

Lg Perturbation
in Adversarial Direction

5]

= (Correct) Predicted Class

Rémi Bernhard

Confidence

Confidence

Ours (CCAT):

training ¢ =0.03

1
| T 1
- =€ unseen
0.8 <¢ seen j
N extrapolation
0.4 |- ]
0.2 |- -
o &1 #. T
0 0.0l 0.03 0.05
L . Perturbation
in Adversarial Direction
! i T 1 ]
0.8 -
0.6 unseen
0.4 Lo attack
0.2 —
o I | | T
0 0.5 1 1.5 2

Lo Perturbation

in Adversarial Direction

= Other Cl;
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Adversarially Robust Distillation (ARD)

Goldbum et al. [167] propose a method to transfer robustness from a teacher model (77) to a
student model (.5)

In practice:
Train the student model by minimizing the Kullback-Leibler divergence between its score vector and

the one of the teacher model.

min K L(T(z), Se(z)) T'(x) : confidence score vector of the teacher model

(
Sp(x) . confidence score vector of the teacher model
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Robust Local Features for Adversarial Training (RLFAT)

Song et al. [169] propose an enhancement to Adversarial Training which allows the trained model
to rely more on local features.

Motivation:

1) Adversarially trained models rely more on global features than classically trained models.

2) Adversarially trained models generalize with difficulty for clean and adversarial examples (i.e
there is a smaller test accuracy than for standard models, and there is a consequent gap between
adversarial robustness on training and test set).

3) Standard models rely more on local features than adversarially trained models.
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Robust Local Features for Adversarial Training (RLFAT)

Goal:
Perform Adversarial Training while accounting more for local features
=> higher accuracy on test set examples
=> smaller robust generalization gap
|dea:

During Adversarial Training, not considering the adversarial examples as they are

But split them in many blocks and shuffle these

=> I
blocks to break the global structure of features The model is forced to rely more on local features
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Robust Local Features for Adversarial Training (RLFAT)

Random Block Shuffle (RBS):

-

Vertical shuffle

Horizontal split
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Robust Local Features for Adversarial Training (RLFAT)

Model training:

min [ max [Z(RBS(:C’),y,MQ)] + ||g(RBS(z")) — g(a?’)||§

0 |x'€Bo(x,€)

« First term: Adversarial training with RBS

« Second term: minimize the difference between features learned for adversarial examples passed
through or not RBS.

Account between train and test differences (RBS is not applied at test time)
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Jacobian Adversarially Regularized Networks (JAN)

Chan et al. [171] show that forcing a model to have salient Jacobian matrices for the loss induces
better robustness against adversarial examples.

Reminder:
For an input space of dimension d = n* (e.g. images of size n x n ), the Jacobian matrix is given by:

J(@) = Vo, Lop(x,y, Mo)|;cp1 g

1) A salient Jacobian matrix outputs features that are interpretable by humans.

2) Robust models are known to have more salient features.

Goal:
Train models to have salient Jacobian matrices
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Jacobian Adversarially Regularized Networks (JAN)

Goal:
Train models to have salient Jacobian matrices

In practice:
Leverage an adversarial framework where a generator competes with a discriminator to have the

jacobian matrice J(z) the closest as possible to

« Generator: Gy = fape(J(z))  with: fapr  aconvolution layer to [—1, 1] with parameters ¢

J(x)  the Jacobian matrix of model M,

 Discriminator: fgisc to [0, 1] with parameters ¢
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Jacobian Adversarially Regularized Networks (JAN)

Training procedure:

Generator and discriminator (adversarial 10ss):
EADV — Em[log(fdisc(x))] + Em[l - log(l - fdisc(fapt(f](x))))]
Model loss :

Liot = Lo+ Aapy

At each training iteration :
Model is trained by minimizing L. ( parameters9)

Generator and discriminator are trained ( parameters ¢, ¢)
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A
Defense methods Quatiicare

Bit Planes Feature Consistency (BPFC)

Addepalli et al. [172] propose to train a model that behaves similarly for an example and its high
bit plane version (i.e. the example where only the most important bits are kept).

Motivation:

Human brains are not fooled by adversarial examples and rely on large magnitude components to
make a decision (then slightly refines it by looking at details).

Goal:
Enforce a model to behave similarly on an example and its high bit plane version

=> it does not rely on low bit plane information where adversarial perturbation is located.
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Defense methods Quatiicare

Bit Planes Feature Consistency (BPFC)

Goal:
Enforce a model to behave similarly on an example and its high bit plane version

=> It does not rely on low bit plane information where adversarial perturbation is located.

In practice:
Considering an example x on n bits (possible values from ( to 2" — 1), is computed ¢x () ,
Its quantized version on n — k + 1 bits, where the k& least important bits are eliminated.

* Loss function:

Lop(x,y, Mg) + X || h(z) — h(gr(2))]5
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Any guestions ?

Rémi Bernhard A.l. Seminar: Adversarial Machine Learning 223



	Section par défaut
	Diapositive 1 A.I. seminar  Challenges of A.I. : integrity, confidentiality and availability
	Diapositive 2 Adversarial Examples
	Diapositive 3
	Diapositive 4 Reminders, formalism and notations
	Diapositive 5 Reminders, formalism and notations
	Diapositive 6
	Diapositive 7 Reminders, formalism and notations
	Diapositive 8 Reminders, formalism and notations
	Diapositive 9 Reminders, formalism and notations
	Diapositive 10 Reminders, formalism and notations
	Diapositive 11 Reminders, formalism and notations
	Diapositive 12 Reminders, formalism and notations
	Diapositive 13 Reminders, formalism and notations
	Diapositive 14 Reminders, formalism and notations
	Diapositive 15 Reminders, formalism and notations
	Diapositive 16 The phenomenon of adversarial examples
	Diapositive 17 The phenomenon of adversarial examples
	Diapositive 18 The phenomenon of adversarial examples
	Diapositive 19 The phenomenon of adversarial examples
	Diapositive 20 The phenomenon of adversarial examples
	Diapositive 21 The phenomenon of adversarial examples
	Diapositive 22 The phenomenon of adversarial examples
	Diapositive 23 The phenomenon of adversarial examples
	Diapositive 24 The phenomenon of adversarial examples
	Diapositive 25 The phenomenon of adversarial examples
	Diapositive 26 The phenomenon of adversarial examples
	Diapositive 27 The phenomenon of adversarial examples
	Diapositive 28 The phenomenon of adversarial examples
	Diapositive 29 The phenomenon of adversarial examples
	Diapositive 30 Threat model for adversarial examples
	Diapositive 31 Threat model for adversarial examples
	Diapositive 32 Threat model for adversarial examples
	Diapositive 33 Threat model for adversarial examples
	Diapositive 34 Threat model for adversarial examples
	Diapositive 35 Threat model for adversarial examples
	Diapositive 36 Threat model for adversarial examples
	Diapositive 37 Threat model for adversarial examples
	Diapositive 38 Threat model for adversarial examples
	Diapositive 39 Threat model for adversarial examples
	Diapositive 40 Threat model for adversarial examples
	Diapositive 41 Why do adversarial examples exist ?
	Diapositive 42 Why do adversarial examples exist ?
	Diapositive 43 Why do adversarial examples exist ?
	Diapositive 44 Why do adversarial examples exist ?
	Diapositive 45 Why do adversarial examples exist ?
	Diapositive 46 Why do adversarial examples exist ?
	Diapositive 47 Why do adversarial examples exist ?
	Diapositive 48 Why do adversarial examples exist ?
	Diapositive 49 Why do adversarial examples exist ?
	Diapositive 50 Why do adversarial examples exist ?
	Diapositive 51 Why do adversarial examples exist ?
	Diapositive 52 Why do adversarial examples exist ?
	Diapositive 53 Why do adversarial examples exist ?
	Diapositive 54 Why do adversarial examples exist ?
	Diapositive 55 Why do adversarial examples exist ?
	Diapositive 56 Why do adversarial examples exist ?
	Diapositive 57 Why do adversarial examples exist ?
	Diapositive 58 Why do adversarial examples exist ?
	Diapositive 59 Why do adversarial examples exist ?
	Diapositive 60 Why do adversarial examples exist ?
	Diapositive 61 Attack methods (White-box setting)
	Diapositive 62 Attack methods
	Diapositive 63 Attack methods
	Diapositive 64 Attack methods
	Diapositive 65 Attack methods
	Diapositive 66 Attack methods
	Diapositive 67 Attack methods
	Diapositive 68 Attack methods
	Diapositive 69 Attack methods
	Diapositive 70 Attack methods
	Diapositive 71 Attack methods
	Diapositive 72 Attack methods
	Diapositive 73 Attack methods
	Diapositive 74 Attack methods
	Diapositive 75 Attack methods
	Diapositive 76 Attack methods
	Diapositive 77 Attack methods
	Diapositive 78 Attack methods
	Diapositive 79 Attack methods
	Diapositive 80 Attack methods
	Diapositive 81 Attack methods
	Diapositive 82 Attack methods
	Diapositive 83 Attack methods
	Diapositive 84 Attack methods
	Diapositive 85 Attack methods
	Diapositive 86 Attack methods
	Diapositive 87 Attack methods
	Diapositive 88 Attack methods
	Diapositive 89 Attack methods
	Diapositive 90 Attack methods
	Diapositive 91 Attack methods
	Diapositive 92 Attack methods
	Diapositive 93 Attack methods (Black-box setting: score-based and decision-based attacks) 
	Diapositive 94 Attack methods
	Diapositive 95 Attack methods
	Diapositive 96 Attack methods
	Diapositive 97 Attack methods
	Diapositive 98 Attack methods
	Diapositive 99 Attack methods
	Diapositive 100 Attack methods
	Diapositive 101 Attack methods
	Diapositive 102 Attack methods
	Diapositive 103 Attack methods
	Diapositive 104 Attack methods
	Diapositive 105 Attack methods
	Diapositive 106 Attack methods
	Diapositive 107 Attack methods
	Diapositive 108 Attack methods
	Diapositive 109 Attack methods
	Diapositive 110 Attack methods
	Diapositive 111 Attack methods
	Diapositive 112 Attack methods
	Diapositive 113 Attack methods
	Diapositive 114 Attack methods
	Diapositive 115 Attack methods
	Diapositive 116 Attack methods
	Diapositive 117 Attack methods
	Diapositive 118 Attack methods
	Diapositive 119 Attack methods
	Diapositive 120 Attack methods
	Diapositive 121 Attack methods
	Diapositive 122 Attack methods
	Diapositive 123 Attack methods (Black-box setting: transferability) 
	Diapositive 124 Attack methods (transferability)
	Diapositive 125 Attack methods (transferability)
	Diapositive 126 Attack methods (transferability)
	Diapositive 127 Attack methods (transferability)
	Diapositive 128 Attack methods (transferability)
	Diapositive 129 Attack methods (transferability)
	Diapositive 130 Attack methods (transferability)
	Diapositive 131 Attack methods (transferability)
	Diapositive 132 Attack methods (transferability)
	Diapositive 133 Attack methods (transferability)
	Diapositive 134 Attack methods (transferability)
	Diapositive 135 Attack methods (transferability)
	Diapositive 136 Attack methods (transferability)
	Diapositive 137 Attack methods (transferability)
	Diapositive 138 Attack methods (transferability)
	Diapositive 139 Attack methods (transferability)
	Diapositive 140 Attack methods (transferability)
	Diapositive 141 Attack methods (transferability)
	Diapositive 142 Attack methods (transferability)
	Diapositive 143 Attack methods (transferability)
	Diapositive 144 Attack methods (transferability)
	Diapositive 145 Attack methods (transferability)
	Diapositive 146 Attack methods (transferability)
	Diapositive 147 Attack methods (transferability)
	Diapositive 148 Attack methods (transferability)
	Diapositive 149 Attack methods (transferability)
	Diapositive 150 Attack methods (transferability)
	Diapositive 151 Attack methods (transferability)
	Diapositive 152 Attack methods (transferability)
	Diapositive 153 Attack methods (transferability)
	Diapositive 154 Attack methods (transferability)
	Diapositive 155 Attack methods (transferability)
	Diapositive 156 Attack methods (transferability)
	Diapositive 157 Attack methods (transferability)
	Diapositive 158 Attack methods (transferability)
	Diapositive 159 Attack methods (transferability)
	Diapositive 160 Attack methods (transferability)
	Diapositive 161 Attack methods (transferability)
	Diapositive 162 Defense methods 
	Diapositive 163 Defense methods 
	Diapositive 164 Defense methods 
	Diapositive 165 Defense methods 
	Diapositive 166 Defense methods 
	Diapositive 167 Defense methods 
	Diapositive 168 Defense methods 
	Diapositive 169 Defense methods 
	Diapositive 170 Defense methods 
	Diapositive 171 Defense methods 
	Diapositive 172 Defense methods 
	Diapositive 173 Defense methods 
	Diapositive 174 Defense methods 
	Diapositive 175 Defense methods 
	Diapositive 176 Defense methods 
	Diapositive 177 Defense methods 
	Diapositive 178 Defense methods 
	Diapositive 179 Defense methods 
	Diapositive 180 Defense methods 
	Diapositive 181 Defense methods 
	Diapositive 182 Defense methods 
	Diapositive 183 Defense methods 
	Diapositive 184 Defense methods 
	Diapositive 185 Defense methods 
	Diapositive 186 Defense methods 
	Diapositive 187 Defense methods 
	Diapositive 188 Defense methods 
	Diapositive 189 Defense methods 
	Diapositive 190 Defense methods 
	Diapositive 191 Defense methods 
	Diapositive 192 Defense methods 
	Diapositive 193 Defense methods 
	Diapositive 194 Defense methods 
	Diapositive 195 Defense methods 
	Diapositive 196 Defense methods 
	Diapositive 197 Defense methods 
	Diapositive 198 Defense methods 
	Diapositive 199 Defense methods 
	Diapositive 200 Defense methods 
	Diapositive 201 Defense methods 
	Diapositive 202 Defense methods 
	Diapositive 203 Defense methods 
	Diapositive 204 Defense methods 
	Diapositive 205 Defense methods 
	Diapositive 206 Defense methods 
	Diapositive 207 Defense methods 
	Diapositive 208 Defense methods 
	Diapositive 209 Defense methods 
	Diapositive 210 Defense methods 
	Diapositive 211 Defense methods 
	Diapositive 212 Defense methods 
	Diapositive 213 Defense methods 
	Diapositive 214 Defense methods 
	Diapositive 215 Defense methods 
	Diapositive 216 Defense methods 
	Diapositive 217 Defense methods 
	Diapositive 218 Defense methods 
	Diapositive 219 Defense methods 
	Diapositive 220 Defense methods 
	Diapositive 221 Defense methods 
	Diapositive 222 Defense methods 
	Diapositive 223


